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Abstract  

Building secure, enabling a system to tolerate subtle 

attacks, guaranteeing data integrity servers is 

becoming increasingly an unattainable goal. To 

capture the essence of survivability, we must first 

consider that intrusion is, in fact, a malicious fault 

that has two underlying causes:  weakness, flaw, or 

vulnerability or a malicious attack or act that 

attempt to exploit former. Therefore in this paper 

many threats and problems have been outlined and 

evaluated as a set of operating systems and 

applications that intrusion tolerance, recovery  (self-

restoration) method is usually the only viable way of 

improving the system’s dependability and security in 

the presence of continuously evolving threats. 

“Intrusion Prediction” “Intrusion Detection” 

“Attack Resistance” and “System Recovery” are the 

major technology used for protecting information 

system. This paper presents survival approach for 

attacks from Web Services and other means. The 

tentative research shows that the proposed approach 

results in better performance of System, as well as 

increasing the capacity of diagnosing and reducing 

the service unavailability during an intrusion, 

because survivability is overall known as an 

approach to complete its mission in timely manner 

even in critical condition and in presence of 

intrusion or attack. This defense mechanism focuses 

on detect, prevent, tolerate and response, the attack 

symptoms as well as diagnosis of intrusion effects in 

order to perform a proper reaction only if attack 

succeeds. The research on survivability techniques in 

this paper focuses in providing a good level of 

services, even when the system is partially 

compromised. This research approaches to premise 

that a system’s architecture can ensure intrusion 

tolerance and meet the requirements of users. 

Overall, this work mainly elaborates the key 

problems of survivability research and its 

techniques. 
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I. INTRODUCTION 

The present era is known as global village and the 

development of entire society depends on the data 

exchange, network resources and information  

 

 

industry, information system has become an 

essential human resource [1].  

Network based information system has become 

very important part of our society, the continuous 

development of computer networks and information 

technology has made the world global. Almost every 

department exchanges data through the network, 

even sensitive information are also being transmitted 

by the network technology. Such as; national 

defence forces, finance department, transportation, 

military affairs etc. if there is a single failure in any 

system it may cause irreparable damage to the entire 

society. However, the scale of information system is 

growing larger and complex along with many kinds 

of cyber-attacks, destructive behaviour and 

intrusions have become an irresistible threat. Even 

intrusion detection technique and advance security 

defence systems failed to ensure the secure and 

intrusion free network and information system, 

Hence at this level of research and development of 

information technology people are more concern 

about the survivability of network and information 

systems [2]. The research of survivability of network 

and information system is not same with the 

traditional security concepts of network and 

information security. The traditional concept offers 

an idea of an advance security framework which 

may reduce the probability of intrusion and damages 

in the system, while survivability is more concerned 

with the sustainability and continuity of the system’s 

service. Survivability emphasizes to provide service 

and meet to user’s desire even if the system has 

encountered intrusion or partially compromised. 

Because of this efficient service the survivability is 

getting more attention almost in every field but more 

over in the government departments for example 

infrastructure of national security defence, finance, 

and energy along with business industry. 

II. LITERATURE REVIEW 

Definition of Survivability for Networked 

Information System: 

So far, the concept survivability of network and 

information system has not reached at consensus 

opinions of the researchers nor standard definition 

has been proposed. Therefore, the definition for 

survivability is not consistent but there are mainly 
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descriptive and formal definitions about survivability 

of network and information system. 

A. Descriptive Definition  

(a) In 1993 Neumann defined survivability of 

networked information system, "The ability to 

provide consistent /continuous service in order 

to meet the requirements of users even in an 

adverse situation." The definition was based on 

the application of computer communication 

system. 

(b) Deutsch gave the definition for survivability of 

the system according to software engineering. 

"When some components of the system are 

compromised or paralyzed, the critical services 

must continue functionality of the system."  

(c) Survivability of the system is also defined by 

IEEE, If any part of the system fails to work, the 

software of the system have an ability to 

continue fault-free service and maintains critical 

functions of the system without failure and keep 

the system alive. 

(d) In 1997 a research team from CMU gave the 

definition about survivability of the networked 

information system. "Survivability of network 

and information system refers the system to 

complete its services in a timely manner or 

complete the task on time, when the system is 

attacked, failed or any unexpected occurred. 

 Although above definitions qualitatively describe 

the survivability of networked information system. 

However, the lack of specific performance indicator 

is used to determine survivability of the system and 

its standards. 

B. Formal Definition 

As compared with qualitative description, formal 

definition can more accurately represent the need of 

survivability for networked information system. 

a) Survivability of the system is described in 

accordance with attack control and suppression 

[3], MissioniδFD Abs (system || Hostilei) among 

them Missioni, system and Hostilei represents the 

sequential process of communication (CPS).  

b) The definition of survivability briefly described 

through some measureable specification and 

characteristics of the system. Survivability of the 

system is further characterized into six categories: 

(S, E, V, T, P). Where S represents a set of standard 

specifications which is considerable for service of 

the system; E has the service accessibility factor, it is 

called influencing factor for all possible values of the 

system; D is the combination of all factors of E; V is 

related with traffic control at different points of the 

system, the user can feel sequential order of service 

from S to V; Whereas, T is the collects the 

transformation of information and P is the 

probability of the system [4]. 

Moreover, the definition of survivability is 

described on the basis of distributed networks, which 

is characterized into five groups: Envi, Serv, Spec, 

Stat and Tran. 

Among them (Envi) describes environment of the 

system; (Serv) determines basic set of services in the 

system; (Spec) represents the set of storage and 

memory in the system; (Stat) determines 

performance state of basic services in the system and 

(Tran) shows the changes in the system and its 

circumstances [5]. 

III. EVALUATION MODEL BASED DATA 

FLOW CHART 

Complex physical graph models can’t be evaluated 

quantitative. In order to evaluate the critical services 

effectively, a graph model based on data flow can be 

constructed in the traditional graph model. The 

vertices of the graph represent the nodes of network, 

and the edges represent links. However, vertices in 

data flow chart represent elements of the system 

such as logical process instances, while edges 

represent data flow relationships among elements 

such as message passing in data flow chart, all 

operations are abstracted into three steps: 

Input, processing an output of data stream, and a 

complete data flow chart is shown in figure 1. 

Survivability of data flow chart is analyzed and 

survivability of the system is calculated by 

calculating the connectivity probability between the 

source point and the destination node. Where, 

connectivity of flow chart of two methods: vertex cut 

set and Monte Carlo. The point cut set needs to 

determine all the sets that make the SDG 

disconnected, failure probability of each set is 

calculated, and then survivability of the whole task is 

calculated by means of cumulative distribution 

function of the random variable. 

The advantage of the cut set is on the assumption 

that under the condition of survival results analysis 

of small error, accuracy can be guaranteed. The 

drawback is that the computation is too complex, so 

that this method is only applicable to the systems 

value relatively simple structure, and is almost 

infeasible for complex system. The Monte Carlo rule 

stimulates the real process of the task being 

processed in the model, calculates the parameters by 

a large number of statistical experiments, and finally 

concludes the approximate value of memory. 

The biggest advantage of Monte Carlo is that it is 

suitable for complex system, but the disadvantage is 

that large amounts of computing resources are 

needed. 
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Fig. 1.  A complete SDG illustration 

 

IV. THE DEVELOPMENT OF NETWORK AND 

INFORMATION SECURITY SYSTEM 

The development of network an information 

security system has been divided into 3 phases: [6, 

7]. 

A. Intrusion Detection  

In this phase the system works by monitoring 

system activity through analyzing vulnerabilities in 

the system. Intrusion detection is a technique which 

alerts the administrator automatically if any intruder 

is trying to harm network and information system by 

means of malicious activity. After discovering an 

intrusion or any questionable act, the system presents 

some countermeasures for prevention of the system 

from such activities. The major technique adopted in 

this research is fire wall, boundary control and 

Intrusion Detection System (IDS) etc. However, 

intrusion detection technique does not prevent the 

intrusion it only detects that something out of the 

blue is happening, for intrusion detection intrusion 

prevention is the first step. Certainly, it is not 

possible to detect all the attacks due to 

diversification of data type. 

B. Intrusion Prevention  

Intrusion prevention is a technique which identifies 

suspicious activity, log information and blocks the 

harmful activity. It is also known as threat 

prevention technique which examines network traffic 

flow for the detection and prevention of vulnerability 

exploits. The primary difference lies in between 

intrusion detection system and intrusion prevention 

system is that IDS detects the malicious activity and 

reports to system administrator whereas, IPS blocks 

the activity and responds accurately also eliminates 

threats to prevent the system from intrusion which 

are being detected by the system and improves the 

security of the system. 

C. Research of Survivability  

This phase can also be called as the tolerance phase 

of the system according to the researchers intrusion 

is an avoidable activity. Therefore, it is very difficult 

to ensure/guarantee security of the system with the 

traditional concepts of intrusion prevention. So, the 

researchers have shifted their research according to 

new era and present situation of survivability, 

because survivability not only have the capability to 

deter the attacks but also recognizes extent of 

attacks, damages of attacks and also provides 

indispensable services even after the attack. The 

approach of survivability of the system is to 

complete its critical mission in timely manner and 

fulfill needs of users and meet their requirements as 

much as possible when the system is subjected to an 

intrusion, failure or some sudden accident [8], [9] the 

system must survive and continue its services despite 

of sudden failure and attacks even if the critical 

components of the system are partially damaged and 

restore its basic services within a certain period of 

time [10], [11], [12]. The key service in the new 

concept of survivability refers that the system must 

maintain its functionality in the presence of adverse 

circumstances. In order to retain its services and for 

developing a survivable network and system 

following four key attributes are recommended such 

as; resistance, recognition, recovery and adaptability 

which are briefly described in the table below: 

 

Table 1.The key attributes of survivability 

Key 

Attributes 

Description Illustration 

Attack 

resistance 

Countermeasures 

for attack 

Authentication, 

Cryptography, 

Access Control, 
Message Filtering, 

Survivability packaging 

Recognition of 

the attack and 
destruction 

Attack detection 

and evaluation of 
extent of 

damages in the 
system 

Intrusion detection and 

integrity testing of 
intrusion 

Recovery of 

critical services 

after 

intrusion/sudden 

failure 

A strategy to 

maintain and 

restore damaged 

information or 

functionality of 

the system. This 
strategy also 

restores critical 

services within a 
very short task 

time. 

Redundant component, 

Data Replication, 

System backup and 

restoration, Panning for 

unexpected activity 

 

V. SURVIVABILITY EVALUATION MODEL 

BASED ON SERVICE COMPONENTS 

Critical service is also a basic element of 

survivability analysis in evaluation model. However, 

the evaluation model simplifies the components are 

involved in critical services and for a tree like 
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structure. In this way, the survivability of the system 

is transformed into solution of survivability of each 

component, thus the overall \survivability of the 

system is obtained by comprehensively evaluating 

survivability of each component in the tree structure. 

Guo .Y.B [13] et al. attributed system services to the 

atomic component of the system set as configuration, 

simplified calculations and computations of 

survivability through the system. The dependency 

relationship between configuration and services is 

used quantitatively describe the survivability of 

system service. 

 
Fig. 2.  Tree Structure of System Survivability  

 

The DSO lab [14] decomposes the system 

survivability evaluation task into four levels, as 

shown in figure 2. Each layer of the structure is 

described by a variety of survivability functions used 

to calculate the survival value of the underlying 

service component. These services embody key 

attributes of the upper layer, such as attack 

resistance, attack recognition, capability of service 

recovery, including adaptive evaluation and 

survivability; 

These services attribute display ability to 

characterize the survivability of the task layer or 

upper layer. 

VI. SURVIVABILITY ENHANCEMENT 

TECHNIQUE BASED ON 3R 

The SEI research team at Carnegie Mellon 

University (CMU) has proposed a 3R based 

survivable enhancement method [15]. Because the 

survivable system requires that its critical services 

should not be destroyed, the techniques divide the 

system into two parts; non-breaking security kernel 

and the external adjustable group. Then, according to 

the given intrusion scenarios the corresponding 3R 

improvement strategy is formulated and the system 

survival mapping is established, as illustrated in 

figure 3. 

Survivability diagram enable intrusion and 

corresponding softwares to the specific strategy. In 

order to improve resistance, identifiability and 

capability of recovery in the system architecture. 

 
Fig. 3. The Relationship between Strategy, Architecture 

and Threat 

 

VII. SURVIVABLE DATABASE DESIGN OF THE 

NETWORK INFORMATION SYSTEM 

As a storage center of the network information 

system, survivability of database is also being tested 

again and again. Survivability database mainly 

integrates intrusion tolerance, fault tolerance, and 

tolerance techniques, to improve the availability of 

data centers of information system; even in the case 

of failure it will enable the system to continuously 

provide a variety of data services for the users. 

The intrusion tolerance database ITDB [16,17] 

designed by doctor Liu Peng of Pennsylvania 

University is based on the original system, adding 

intrusion detection technique as well as timely 

response technique is used in order to enhance 

survivability of the system. Alfonsono Valdes 

[18,19] of SRI international organization put forward 

the architecture of intrusion tolerance and intrusion 

detection, also designed a general communication 

protocol between redundant server and client. 

In brief, the survivability of network information 

system is a state of rapid development; it has become 

a hot research area in the field of network security all 

over the world [20]. Survivability evaluation is very 
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important research content in the related research of 

survivability of network information system. 

Survivability evaluation is modeled by simplifying 

the network information system and finding an 

appropriate mathematical means to model it more 

accurately thus, the quantitative representation of 

survivability situation of the system is realized.  

It is only effective to evaluate and predict the 

situation and some specific threats to the system, in 

order to understand the current state of the system 

and also it helps in understanding the possible future 

development of the of the system, through which 

effective measures can be taken not only to boost up 

the survivability but also to improve the availability 

of the system. The main goal of this research is to 

introduce the survivability evaluation model and 

prediction technique of network information system. 

The present situation of research on survivability 

evaluation assessment and prediction technique in all 

over the world. 

VIII. CURRENT RESEARCH SITUATION OF 

SURVIVABILITY EVALUATION AND 

PREDICTION TECHNIQUE 

In the study of survivability of networked and 

information, the evaluation of survivability can be 

carried out by two stages. First stage corresponds a 

new design technique for the survivable system, also 

considers survivability as one of the functional 

requirement. After, the assessment of requirement 

analysis of the system is completed, along with the 

evaluation of survivability of system,  If the results 

of evaluation do not meet the survivability of the 

system, further improvements are required which are 

necessary to meet the needed survival. If the 

evaluation results can meet the survivability 

requirement of system then, next step should be 

developing a system. The other evaluation stage 

corresponds to the enhanced design of survivability 

networked information system. Actually, there are 

many situations in which the existing information 

system can be improved in order to make a system 

survival or enhance survivability. At this stage 

existing network required to be evaluated for 

survivability. In order to give an improved strategy 

and transform the existing network system into a 

survivable network information system.  

In 1997 the SEI research team at the Carnegie 

Mellon University (CMU) proposed the SNA 

(survivable network analysis) method [21]. The 

survivable network analysis is mainly divided into 

four steps as shown in the diagram 1.4. Initial step is 

to define system and its most important functional 

requirements and to discuss the environmental and 

systematic risks about information system. Second 

step is about the basic energy force definition. This 

step is to determine the basic service of the system 

and usage scenario of steps required by the user to 

call services. In third step definition of the ability to 

harm and typical intrusion set is selected to 

determine harmful components of the system. Fourth 

and final step is about survivability analysis and to 

determine weak components which are both 

necessary and dangerous components. Architecture 

analysis is a software protection based on software 

resistance, identification of intrusion and recovery 

from intrusion.  

Because, the traditional SNA method is only 

qualitative analysis of 3R characteristics of the 

system, although the detailed information of the 

system can be fully understood in this process of 

analysis. But it is impossible to give a specific 

measurement values related to survival. At present 

era, a lot of research on survivable network analysis 

method needs to be carried out for quantitative 

analysis. Engineers and scholars of information 

system often need to make good use of data that has 

been attacked before therefore in 2001 Ellison et al. 

put forward survivability evaluation method [22] 

which was based on intrusion scenario. This research 

work presents a structured method for recording 

information security attacks in order to identify 

common attack patterns and the author hopes that 

system designers can effectively exploit these attack 

patterns to develop survivable system. In 2004 a 

scholar proposed a mathematical model for 

quantitative analysis of survivability assessment 

based on 3R key attributes. The main goal of this 

model is to detect network information system using 

known attack test scheme then analyze it, where 

analysis is must base on various data obtained while 

using certain mathematical model to resist attack, 

quantitative evaluation of survival, identification 

ability and recovery are three aspects of survival 

analysis of system which meet to the requirements 

this analysis is also to observe whether, the system 

can meet survival requirements. The research gives 

only a relatively rough definition framework, some 

of key variables lack rigorous definition. Some 

researchers put forward more complex definitions of  

3R attributes, and corrected some unreasonable 

quantitative representations along with some more 

researchers have further expanded the method, and 

made 3R analysis and also agave reasonable 

calculation model for key attribute of self-adaptive 

survivability. 

Krings et al. Idea based on the problem space 

transformation, survivability evaluation of network 

information system is converted into a method 

architecture for solving classical problems [23]. Mc 

Dermott et al. It is proposed to divide key service 

into different state and survivability of the system is 

determined according to the current state of ach key 

services [24]. 
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Fig. 4. SNA method and its architecture 

Fig.4 describes the state of migration of critical 

services of the network and information system, 

under DoS attacks some researchers formulated a 

formula for calculating the survivability and function 

of system is proposed by combining the probability 

transfer matrix and the state transition matrix. The 

model is extended to five state transition matrix into 

the state definition and weight change matrix of the 

system. It is emphasized that weight of indicators 

should be changed dynamically according to the 

difference of the system and its service 

situation/state whereas, weight transformation table 

should be configure. System's survivability is 

calculated under a certain state which is known as 

weighted (Change of weight). 

IX. CONCLUSION AND FUTURE WORK 

Network survival is a very important requirement 

in an information system because those systems are 

self-evident and independent systems. However, a 

subsystem has a capacity to provide essential 

services if some survivability techniques are built in 

the system, such as; reliability, intrusion tolerance 

and system security etc. It also requires some new 

approaches and characteristics as well for example, 

self-restoration and prediction. 

Recently, survivability of networked information 

system is a topic of great discussion and researchers 

are trying to find out new solution to enable a system 

secure and fault-free. The research area involves 

different views and approaches, such as; 

survivability and its requirements, evaluation and 

analysis, advancement and system architecture as 

analyzed in this paper. Globally, still survivability is 

an unsolved research field, there are a lot of 

questions to be answered in the related field, and we 

still need to study its strategy and fundamentals 

deeply. We need to explain and elaborate some key 

techniques to resolve the key problems of 

survivability of networked information system. 

System architecture is a very essential part for 

survivability and plays a vital role just like a root for 

the tree.  

Finally, the paper outlines the reasons and aims of 

(present and future) survivability and also answers 

some questions. Moreover, the research focuses on 

fault-tolerance and service availability in some 

critical situation in different fields of security sectors 

nationally and internationally, because of digitalizing 

of every department it (Network Security) has 

become a primary need. 
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